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Abstract—With the advent of massive machine type of commu-
nications, security protection becomes more important than ever.
Efforts have been made to impose security protection capability
to physical-layer signal design, so called physical-layer security
(PLS). The purpose of this paper is to evaluate the performance
of PLS schemes for a multi-input-multi-output (MIMO) systems
with space-time block coding (STBC) under imperfect channel
estimation. Three PLS schemes for STBC schemes are modeled
and their bit error rate (BER) performances are evaluated
under various channel estimation error environments, and their
performance characteristics are analyzed.

Index Terms—physical-layer security (PLS), multiple-input
multiple-output (MIMO), space time block coding (STBC), chan-
nel estimation error

I. INTRODUCTION

Since the development of fourth-generation (4G) wireless
communications, multi-input-multi-output (MIMO) systems us-
ing multiple transmit and receive antennas have emerged. Space
time block coding (STBC) schemes are used to improve bit
error rate (BER) performance by sending the same message
signal through multiple transmit antennas at different times and
spaces. The first STBC scheme was proposed by Alamouti
to achieve the maximum diversity gain using an orthogonal
signal design for two transmit antennas [1]. Afterwards, quasi-
orthogonal STBC (QO-STBC) methods were developed for the
system with more than two transmit antennas, satisfying the full
rate [2].

As MIMO systems are widespread with increasing commu-
nication volume, concerns on illegal wiretapping are increased
accordingly. To the end, a number of physical-layer security
(PLS) schemes for STBC have been proposed [3]-[5]. The
basic principle of these methods is to utilize the channel
information of the legitimate channel. One of the most popular
ways is to inject artificial noise (AN) which lies on the null
space of the legitimate channel so that it can be cancelled at
the legitimate receiver, while the injected AN plays serious
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interference to the illegal receiver [6]. The AN-aided PLS
scheme for the Alamouti code was proposed to enhance the
security [3]. Although this scheme achieved excellent security
protection against an illegal eavesdropper, adding AN certainly
requires additional power.

Later, a technique to add artificial interference (AI) was
proposed in order not to waste additional power for security
protection, and it was applied so-called linear decoding QO-
STBC (LD-QO-STBC) [4]. Recently, another PLS method has
been proposed, where the phase of the transmit signal was
distorted for security protection [5]. The excellency of this
method lied in that it can achieve full diversity gain for a
system with more than two transmit antenna, because the phase
distortion (PD) was made in a way to accomplish orthogonal
channel matrix at the receiving end. Therefore, this method
effectively prevents wiretapping and also achieves excellent
error performance with a simple detection scheme.

Because all of the above mentioned schemes utilize the
channel state information (CSI) of the legitimate channel, error
performance as well as security protection at the legitimate
receiver should be conditioned on accurate CSI. However,
channel estimation errors are inevitable in practical fading
channels, especially for a fast-fading environment. For this
reason, this study evaluates the performance of the previously
mentioned PLS methods under imperfect CSI conditions. For
a fair comparison, we first derive equations for the PLS
signals for a 4x 1 system. Afterwards, we derive equations to
detect signals at the legal and illegal receivers, respectively, by
using an imperfect CSI model. In addition, we compare and
investigate the characteristics of BER performance simulation
results, and analyze how the channel estimation errors are
affected to each method.

The rest of this paper is organized as follows. Section II
first introduces a wiretap channel model with the aforemen-
tioned PLS methods to pursue security, and then presents
mathematical representation of the signal waveforms with PLS
capabilities for a 4x1 system. Section III is dedicated to derive
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formulas for signal detection under imperfect CSI. Section IV
presents various simulation results, and investigates the BER
performance under various error environments. Finally, Section
V draws the conclusion.

II. PLS SCHEMES FOR STBC
A. System model

We consider a wireless network utilizing STBC equipped
with a PLS scheme, that consist of three nodes, as shown
in Fig. 1. A transmitter node is referred to as Alice and
has four transmit antennas with a STBC encoding matrix,
X to transmit s = [51 Sg 83 54]T which is a complex
modulation symbol vector for four time periods. A legitimate
receiver is referred to as Bob, and an eavesdropper is referred to
as Eve. The security protected signals, T(X, h) are transmitted
via h and g to Bob and Eve, respectively, where h and g are
channel gain vectors from four transmit antennas of Alice to
Bob and Eve respectively. In addition, transmitter Alice and
legitimate receiver Bob share the estimated CSI vector at Bob,
h.
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Fig. 1. A wiretap channel model with STBC scheme

Bob and Eve have one receive antenna, respectively, and
they have their own detector to retrieve information for the
used STBC scheme. The detector at Bob and Eve utilizes H
and é, respectively, which are estimated channel matrices with
errors.

B. AN-aided PLS

A previous study reported a PLS scheme for the Alamouti
code by adding AN which can only be nulled out at the legit-
imate receiver [3]. Because the eavesdropper cannot remove
AN, security can be obtained. We refer to this method as
AN-PLS in this paper. Here, we derive equations for the AN-
PLS applied to the 4x1 QO-STBC scheme with the following
encoding matrix [2].

St S22 83 54

* * * *
X — —S2 81 TS84 S3 1
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S3 S4 S1 52
—s; 83 —s5 i
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The encoding matrix for the AN-PLS can be represented as
follows:

XQ + XAN
s1+ Y11 s2 + P12 83 + 13 S4 4+ P14
_ —(s2+121)" (s1+22)" —(sa+1va3)" (s34 12s)”
53 + P31 54 + 132 51 + 133 82 + 134
—(sa+1a1)" (s34 va2)" —(s2+va3)" (s1+ 1#4212);

where XN represents an AN matrix with the same size as X,
Vi = BixV, Bir denotes a coefficient of AN for the i-th time
slot at the k-th antenna, and v is the complex Gaussian AN
with zero-mean and unit variance.

The elements of Xy should satisfy the following equation:

Vi > (Xan)jphe =0, (3)
k

where (Xan),,, is the element of X in the i-th row and k-
th column and Ay is the CSI from the k-th transmit antenna
from the Alice to Bob. For example, when i=1, we can find
the following set of solutions for /31 as follows:

B11 = Lho B11 = *hs P11 = Lhy
P12 = Fhy P12 = Ehy P12 = Fhs @)
P13 = Fhy P13 = Fhy P13 = Tha
B1a = Fhs B4 = Fha Bra = Fha

The same principle is applied to find AN when 1<:<4. Since
AN is designed to be the null space of Bob’s CSI, Eve cannot
cancel AN.

C. Al-aided PLS

The LD-QO-STBC method reduced the complexity of signal
detection by applying a rotation operator to the encoding matrix
of QO-STBC scheme [7]. However, this method has a problem
of having zero-crossing signal value. A PLS scheme for the
LD-QO-STBC was proposed by introducing Al [4], and we
refer to this method as AI-PLS in this paper. The encoding
matrix of the 4x1 LD-QO-STBC scheme is represented as
linear combination of s;, as follows:

S1+S3 Sa2+S4 S3—S1  S4— S2

X o L | sits s-sos-si| )
V2| 83—851 S1—82 S1+83 S2+sy
Sy — sy S3—S] —sy—sp S]+s3

Some of the elements in X can have the null value because
each element consists of the sum of two symbols. In addition,
if an entry is zero value, one of the other entry in the same
row has a 2s; value. Al was designed to prevent this zero



value transmission as well as to impose security protection as
follows:

Ti(k42)hEt2

Wi = 5

Wi(k+2) = *M if k=1,2 and x;;, = 0,
s (6)
Wi(k—2) = —M if k=3,4 and z;;, = 0,

wig =0 Tik 7# 0, Ti(rx2) # 0,

where x;; denotes the i-th row and k-th column entry of (5),
and w;; denotes Al added to x;;. Therefore, the encoding
matrix with Al is expressed as follows:

Xy + Xar = [k + Wik, @)

where X1 represents an Al matrix with the same size as X,
and consists of Al in (6). As in the previous case, the Al is
deigned by using Bob’s CSI, it can be cancelled only at Bob,
not Eve.

D. Phase-distortion-aided PLS

The aforementioned PLS schemes required additional energy
for introducing artificial signals [3] [4], and also incurred
serious high peak-to-average power ratio (PAPR) problem. In
order to solve these problems, a new PLS method for distorting
the phase of the transmit signal was proposed [5]. In this
method, phase distortion was introduced to a non-orthogonal
encoding matrix so that the channel matrix at the receiver can
be a full orthogonal matrix. By this way, an excellent security
protection was achieved, and the full-rate and full-diversity was
also achieved leading to better error rate performance. We refer
to this method as PD-PLS in this paper.

To get an encoding matrix for the 4x1 PD-PLS system, the
following non-orthogonal matrix is first used [5]:

®)

Afterwards, the phase distortion is applied, leading to the
following encoding matrix:

Xp = [e7d4Mmx;  emi4h2x, e Ichixy] . (9)
where j = +/—1, Zh;, denotes the phase of hy, and xj is
the k-th column vector of Xg. Because the phase distortion
introduced in (9) leads to the null phase at Bob, the received
signal at Bob will have only amplitude value of the channel
gain. This eventually leads to a real-valued orthogonal channel
matrix. However, Eve will suffer from serious interference
caused by phase distortion.

III. SECURITY PROTECTED SIGNAL DETECTION UNDER
IMPERFECT CSI

A. Channel estimation error

Channel estimation error for a channel gain h is usually
modelled as follows [8]-[12]:

h=+/1-=p2h+ /p2e,

where h is the estimated CSI, with an error of e which has
the variance of p? and zero-mean. In this way, the estimated h
with e can be considered as the orthogonal projection of & on
the estimation plane, i.e., least mean squared error estimation
of h [8].

Referring to the wiretap channel model in Fig. 1, the channel
vectors at Bob and Eve can be represented as follows:

(10)

h=/1-p?h+ \/p%,, (11
g=1-p2g+ e, (12)

where h and g are the estimated CSI vectors at Bob and Eve,
with error vectors of ey, and e, respectively. Each element of ey,
and e, has the variance of p? and zero-mean. In the following,
we use h and g during the detection processes on the condition
that Alice use h for PLS.

B. Signal detection of AN-PLS

With the AN-PLS under imperfect CSI, the signal received
by Bob, yy, can be represented as follows:

13)

where ny, is an additive white Gaussian noise (AWGN) at Bob
and ean refers to uncancelled AN because of imperfect CSI.
In this case, AN will not be perfectly cancelled at the receiver.
For example, the first element of esn can be represented as
follows, if we use the first solution set of (4).
/2
(ean); = ﬁ (Y11 Y12 Y13 Y] ey
—P
Upon receiving yp, Bob conducts signal detection using the
following zero-forcing method:

¥b = Xgh + ny + ean,

(14)

8 = (HHq) 'H{ ys, (15)

where Sy, is the detected signal at Bob, and I:IQ is the following
channel matrix:

hi hy hy hy

. ht —h* ki —h%
Hn = 2 ISt T "3 16
b s bk (e
By —hi hy —hi

Furthermore, fzk is the k-th element of fl, and I:Ig is the
Hermitian of Hgq. In this detection process, the imperfectly
cancelled AN term in e an will induce performance degradation.
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On the other hand, Eve receives the following signal because
it cannot cancel AN:

Ve = (Xq + Xan)g + ng, (17)

where where X AN 1s an AN matrix with an estimation error, n.
is AWGN of Eve and the detected signal at Eve is as follows:

s. = (GHGq) ' Glye, (18)
where G is the channel matrix of Eve for QO-STBC and Gg
is the Hermitian of G. Since the AN contained in y. operates
as a serious noise in the signal detection process, Eve suffers
from severe BER performance degradation.

C. Signal detection of AI-PLS

With the AI-PLS, the received signal at Bob can be repre-
sented as follows:

Yo = Xph +ny, + €q, (19)

where e, refers to uncancelled Al because of imperfect CSI.
For example, when z1; = 0, the first element of €51 can be
represented as follows:

(eat), = M(

(20)
24/1—p?

en1hs — ep3hi),

where e, i, represents the k-th element of ey,
Then, the signal detection at Bob is performed as follows:

. 1 5
Sb 71‘1{{}’13’

= —

[
where Hj is the channel matrix of the LD-QO-STBC as
follows:

21

hi—hs hy—hy hiths  hy+hy
- hs —h% hX—h* hi4+h% —h*—h%
H = [P~ Ng— Ng+lg —hy =Ny o)
YT Re by hahy hithy hoths |
hi—hy hi—hy hi+hi —hi—hj

As in the previous case, the imperfectly cancelled Al term in
ear will induce performance degradation.

On the other hand, Eve receives the following signals be-
cause it cannot cancel Al:

Ye = (XL + Xa1)g + ne, (23)

where X A1 1s an Al matrix with an estimation error. In addition,
the detected signal at Eve is as follows:
1 -
Y 3G
2 k=1 19|
where é{{ is the channel matrix of the LD-QO-STBC scheme

at Eve. In the above equation, the uncancelled Al will incur
serious performance degradation.

Se ye, (24)

D. Signal detection of PD-PLS

With the PD-PLS, the signal received at Bob can be pre-
sented as follows:

y» = Xph + ny,

= [e*jéhlhlxl de Il poxs 4+ e Ilhap, x| + my,

(25)

where Xp is a phase distortion matrix with an estimation error.

For signal detection, the received signal in (25) is re-
expressed in terms of the channel matrix Hp as follows:

yb = Hps + ny, (26)
where the channel matrix Hp is represented by:
[hal[ 01 [lh2|lO2 (R3]l 05 [|hall 04
2 lhall 02 —[[hal|01  [lhallOs  —Ilh3]l 05
Hp = . (27
L S P Y I
hall0s  ||R3]|03  —||h2l|02  — |||l 61

In the above, 0), = e’ Z(hx—hx) Tf there is no channel estimation
error, then 6, = e74(0) = 1, and this lead to I:Ip being a
real-valued matrix. Eventually, Hp becomes a full-orthogonal
matrix. On the other hand, under imperfect CSI sitiation, pr
does not satisfy full-orthogonality condition, and leads to BER
performance degradation. Signal detection is performed by
simply assuming that Hp is an orthogonal matrix, as follows:

o1
S

The received signal at Eve can be represented as follows:

]:i]:l{’{yb7 (28)

Ye = ng + ne
= [e‘jd“glxl e ithagon, 4. 4+ e‘j4ﬁ4g4X4} + ne,
(29)
and the detected signal at Eve is as follows:
. 1 “H
Se=—7———3Gp e, (30)
k=1 [1Grl

where Gp is the channel matrix for PD-PLS scheme at Eve.
The signal received by Eve contains serious interference.

IV. EVALUATION OF BER UNDER IMPERFECT CHANNEL
ESTIMATION

For performance evaluation, we use the 4x1 STBC system
model in Fig. 1, unless otherwise is specified. We assume
that quadrature phase shift keying (QPSK) modulation is used
for STBC encoding and PLS. In addition, the signal energy
transmitted at each antenna at a time is normalized to one, and
it is transmitted over a frequency flat Rayleigh fading channel.

Figure 2 shows the BER performances of the QO-STBC,
LD-QO-STBC, and three PLS schemes introduced in Section
II, when there is no channel estimation error. Without PLS,
we can see that the LD-QO-STBC has slightly poor BER
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Fig. 2. BER performance comparison for 4x 1 systems under perfect CSI

performance compared to the QO-STBC. This is because
LD-QO-STBC has lower post detection signal to noise ratio
(SNR) than QO-STBC. We note that the AN-PLS is the PLS
embedded version of the QO-STBC, while AI-PLS is the
PLS embedded version of the LD-QO-STBC. If we compare
the performances of these, then the performance of the AN-
PLS at Bob shows about 3 dB worse performance than that
of the QO-STBC, while the performance of the AI-PLS at
Bob shows about 0.97dB worse performance than the LD-QO-
STBC. This is because addition of CSI-dependent AN or Al
requires additional energy [13].

Comparing with BER performances among PLS schemes,
the PD-PLS shows the best BER performance at Bob, because
it does not require additional energy allocation for PLS. More-
over, the channel matrix at the receiving end becomes a full
orthogonal matrix, and thus provides more diversity gain than
the others. Regarding to the performance at Eve, the AI-PLS
shows the best performance amongst, which indicates the worst
security performance. This is because the Al is only added
when the transmit signal have a null value, e.g., the probability
of having Al is 0.25 in the case of QPSK. On the other hand, the
AN-PLS injects AN continuously across the transmit signals,
resulting in worse BER performance at Eve than that of the Al-
PLS. When using the PD-PLS, signal detection is practically
impossible at Eve, showing BER of 0.5 regardless of SNR.

Because the PD-PLS shows the best BER performance
amongst, Figure 3 compares its performance under imperfect
CSI with those of QO-STBC and LD-QO-STBC. Even though
the channel estimation error certainly degrades the BER per-
formance, it is clear that the employing PLS capability does
not specially affected by imperfect CSI. As shown in Fig. 3,
the LD-QO-STBC shows the worst BER performance as in

<without PLS> =0 #=0.0025 /#=0.01,
QO-STBC ‘s 0o= o
LD-QO-STBC
L
0.1 B <with PLS>
PD-PLS at BOB
0.01 |
o
w
)
0.001 |
A
1E-4 |
\f
1E-5 ; 1 i 1 ; ] i
0 5 10 15 20 25

EJN, [dB]

Fig. 3. BER performance comparison of the PD-PLS according to channel
estimation error.

the case with the perfect CSI, while the PD-PLS does not
show specifically dominant amount of performance degradation
according to p? in all given environments. In addition, the
PD-PLS shows the best BER performance despite with added
security capability. In particular, the full diversity nature of the
PD-PLS compensates the performance degradation caused by
channel estimation error, and shows even better performance
compared to the QO-STBC.

Figure 4 compares the BER performance at Bob and Eve for
three PLS methods. In all of these methods, the BER perfor-
mance at Bob is degraded with increasing channel estimation
errors. In addition, it can be seen that the BER performance
of the PD-PLS is the best while that of the AN-PLS is the
worst, regardless of the value of the p2. For example, in an
environment with a p2 of 0.01, the error floor occurs when the
BER is about 1072 and 5 x 10~ in the AN-PLS and AI-PLS,
repectively. On the other hand, we can hardly investigate the
error floor for the PD-PLD in Fig. 4. It is worthy to note that
the effect of the channel estimation error cannot be investigated
at Eve. Owing to the excellent security protection, serious
error floor always occurs regardless of the channel estimation
error. Therefore, the performance degradation caused by the
PLS scheme is too serious to evidently present that caused by
channel estimation error.

Figure 5 shows the BER performance at Bob and Eve
according to the number of transmit antennas, in the PD-PLS.
In all estimation error environments, the higher the number
of transmit antennas, the better the BER performance. If we
increase the number of antennas up to eight, the PD-PLS is
hardly affected by the channel estimation error showing that
8x1 system with p? of 0.01 shows better performance than
2x1 or 4x1 with perfect CSI. On the other hand, the BER
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Fig. 4. BER performance of PLS methods for various 4x1 STBC schemes
performance at Eve does not show any changes according

to CSI error or the number of antennas, showing constantly
unrecoverable performance.
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Fig. 5. BER performance of the PD-PLS for various number of transmit
antennas

V. CONCLUSION

This paper evaluated various PLS schemes for STBC
schemes under imperfect CSI. Even though the legitimate
receiver suffered from the performance degradation as the
channel estimation errors are increased, the employment of PLS
did not specifically invoked further performance degradation.
Owing to the excellent security protection capability, the BER
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performance at the eavesdropper Eve constantly lied in the
ranges of impractical information recovery. The investigation
results in the paper showed that the PD-PLS has the best
BER performance, whereas the AN-PLS (when the energy
of AN is the same as the message signal) has the worst
BER performance at Bob. As far as the security performance
is concerned, the best security protection could be achieved
with the PD-PLS, whereas the worst security protection was
investigated with the AI-PLS. The simulation results presented
in this paper may be utilized during the system engineering
process.
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